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In tro duction

T en y ears ago, in the w ak e of the In tel FDIV a�air, I w as hired b y Adv anced Micro De-

vices to v erify the design of the 
oating-p oin t unit of a c hip that w as later to b e kno wn

as the AMD A thlon Pro cessor. A t that time, I knew v ery little ab out computer arith-

metic or an y other asp ect of hardw are design or v eri�cation. Moreo v er, as a theoretician

with little exp erience in the industrial sector, I w as en tering a new w orld with strange

customs, language, and culture. I could only hop e that I had something useful to o�er

as the v alorous mathematician who w ould create order out of c haos. There w ould b e

some in teresting times ahead.

All that I brough t with me to this new v en ture w as some exp erience in the application

of mec hanical theorem pro ving to problems in arithmetic as w ell as soft w are v eri�cation,

and a general bac kground in mathematics. So I had t w o questions to p onder as I

in v estigated the nature of the problem of hardw are v eri�cation. First, ho w similar is it

to soft w are v eri�cation? That is, ho w relev an t are the established metho dologies and

con v en tional wisdom of program v eri�cation to the hardw are problem? And second, to

what exten t is this a mathematical activit y? Ho w relev an t are the principles and the

culture of traditional mathematics? In short, what to ols did I ha v e for creating order

out of the c haos of micropro cessor design?

In this pap er, I will submit some observ ations deriv ed from m y exp erience at AMD

as I attempted to answ er these questions, mainly in the limited con text of arithmetic

circuitry , and to describ e a v eri�cation metho dology that w as dev elop ed in the pro cess.

Finally , I will brie
y discuss prosp ects for extending this metho dology to the broader

domain of micropro cessor design in general.

First, a disclaimer: when I refer to \hardw are v eri�cation", I am sp eaking only of

mec hanical theorem pro ving. I ha v e nothing to sa y ab out mo del c hec king, static analysis,

sym b olic tra jectory ev aluation, etc., simply b ecause of m y profound ignorance in these

areas.

The Relev ance of Program V eri�cation

With regard to m y �rst question, I w as initially reliev ed to �nd that the designs to b e

v eri�ed to ok the form of soft w are mo dels, co ded in a hardw are description language that

b ore some resem blance to the programming languages with whic h I w as familiar. So I

had some hop e that what little I knew ab out program v eri�cation w ould b e of some use

here.

1



Origins and Con v en tional Wisdom

My in tro duction to this �eld came in 1982 when I met Bob Bo y er and J Mo ore at the

Univ ersit y of T exas. Their w ork, as they explained to me, w as deriv ed from that of John

McCarth y in the early '60s, whic h cen tered on the notion of op er ational semantics : the

de�nition of a programming language b y w a y of an abstract in terpreter. McCarth y , of

course, in tro duced the functional language LISP [20 ] as a v ehicle for v eri�cation and

a metho d that he called r e cursion induction [21 ] for pro ving prop erties of LISP func-

tions. The Bo y er-Mo ore pro v er, NQTHM, ma y b e view ed as an implemen tation of this

approac h. The same is true of its successor, A CL2 [2 ], whic h is main tained b y Mo ore

and Matt Kaufmann and is the to ol that I use in m y w ork. A CL2 is b oth a func-

tional programming language, essen tially an applicativ e subset of Common LISP [30 ],

and a �rst-order logic supp orted b y a heuristic theorem pro v er based on mathematical

induction.

There are, of course, a v ariet y of comp eting approac hes to the v eri�cation problem,

but here I am less in terested in their di�erences than in the precepts that are shared

among them. Here are sev eral factors that are commonly considered to b e imp ortan t

for the success of a formal program v eri�cation e�ort, with regard to the problem, the

solution, and the underlying formalism:

� A problem of limited size and complexit y;

� A concise and unam biguous sp eci�cation of correctness;

� Co op erativ e dev elopmen t of a program and its pro of of correctness;

� A simple and elegan t programming solution;

� A programming language with clear and simple seman tics.

So, can these requiremen ts reasonably b e applied to the problem of hardw are v eri�ca-

tion? F or some of them, the question w as easy to answ er. A problem of limited size and

complexit y? When I receiv ed m y �rst assignmen t, a 
oating-p oin t m ultiplier consisting

of half a megab yte of opaque R TL co de, I knew that m y exp erience v erifying eigh t-line

programs w ould b e of little use to me here. On the other hand, ho w ev er complex the im-

plemen tation of an arithmetic op eration ma y b e, its external b eha vior ma y b e describ ed

quite concisely in abstract arithmetic terms, as expressed b y the IEEE Standard [17 ].

This, I w ould sa y , is a critical distinguishing feature of arithmetic circuitry that mak es

it esp ecially suitable for formal v eri�cation.

Regarding the co op erativ e deriv ation of program and pro of, it is generally held that

in order to ensure that a program is susceptible to formal v eri�cation, it should b e

designed with that goal in mind. As Da vid Gries puts it:

A program and its pro of should b e dev elop ed hand-in-hand, with the pro of

usually leading the w a y . [12 , p. 164]

Some doubt w as cast on this ideal during m y �rst w eek on the job, when I w as ask ed

this question b y a 
oating-p oin t designer:

Do y ou think that w e need some academic to tell us ho w to design a m ulti-

plier? [31 ]
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It w as true that I had some history in academia, but I felt that I had paid m y debt to

so ciet y and deserv ed a fresh start. But so m uc h for the vision of v eri�er and designer

strolling hand in hand. F ortunately , this turned out to b e an extreme p osition|the

engineers I'v e w ork ed with b een ha v e generally b een v ery co op erativ e and ha v e taugh t

me quite a bit. But ev en after ten y ears, design and v eri�cation remain v ery distinct

activities. I am still utterly unquali�ed to write R TL co de, just as those who do ha v e

little understanding of m y w ork, and it w ould b e absurd for me to suggest that they

alter their practice in an y w a y to suit me.

Consideration of the remaining t w o items on the list p oin ted to some in teresting

di�erences b et w een soft w are and hardw are.

On Simple and Elegan t Solutions

As Dijkstra observ ed, the susceptibilit y of a program to formal v eri�cation \is not purely

a function of [its] external sp eci�cation and b eha vior, but dep ends critically on its in ter-

nal structure." [7, p. 5] I am particularly fond of T on y Hoare's v ersion of this observ ation:

There are t w o w a ys of constructing a soft w are design. One w a y is to mak e

it so simple that there are obviously no de�ciencies, and the other w a y is to

mak e it so complicated that there are no obvious de�ciencies. [16 ]

Clearly , elegance is a go o d thing. But ho w do es it relate to more practical considerations?

Rob ert T arjan, an exp ert in the design and analysis of algorithms, sa ys:

Elegan t algorithms are easy to program correctly , as w ell as b eing e�-

cien t. [32 ]

Daniel Kohansky , in his b o ok The Philosophic al Pr o gr ammer , agrees:

Ev en so prosaic an activit y as digging a ditc h is impro v ed b y atten tion to

aesthetics; a ditc h dug in a straigh t line is b oth more app ealing and more

useful than one that zigzags at random . . . [18 , pp. 10{11]

This is certainly an app ealing notion, and a view that I had alw a ys shared, but in

hardw are, it seems that the ditc hes to b e v eri�ed are usually in tended for irrigation as

w ell as drainage, and that their designs are further complicated b y issues of erosion and

the lik e.

Dijkstra, who stressed the imp ortance of elegance in programming as m uc h as an y one,

understo o d that it is a luxury that is a�orded b y increasingly p o w erful hardw are, whic h,

as he put it, \has mitigated the urgency of e�ciency requiremen ts." [7, p. 5] So there

is a sharp distinction here b et w een soft w are and hardw are: the concerns of usabilit y

and main tenance dictate that soft w are b e in tellectually manageable, i.e., simple and

elegan t; the burden of e�ciency m ust then b e assumed b y the underlying hardw are, for

whic h these issues are less critical. That is, while main tenance ma y b e a consideration

in hardw are design|a comp onen t of a pro cessor design ma y b e mo di�ed for reuse in

a later mo del|this is alw a ys out w eighed b y the imp ortance of e�ciency . Moreo v er,

at least in m y exp erience, it is rarely the case that the simplest circuit design is the

most e�cien t one. This seems to b e largely a consequence of the inheren t parallelism of

computer hardw are.

As an illustration of this phenomenon, consider the design of a 
oating-p oin t adder.

The natural approac h to this problem|the linear ditc h|is a simple algorithm that is
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readily understo o d and implemen ted and ma y b e executed, under the constrain ts of

con temp orary tec hnology , in six clo c k cycles, corresp onding to the follo wing six steps:

?

Compare Exp onen ts

?

Righ t Shift

?

Add/Subtract

?

Detect Cancellation

?

Left Shift

?

Assem ble Result

?

But since the op eration o ccurs so frequen tly , in order to reduce its latency , a real adder

(e.g., [27 ]) is a m uc h more complex circuit in v olv ong t w o parallel data paths:

?

Predict Leading 1

?

Compare Exp onen ts

?

Left Shift

?

Righ t Shift

�

�	

Select P ath

?

�

�	

@

@R

Add/Subtract

?

Assem ble Result

?

On one path, during the �rst t w o cycles, the exp onen ts are compared and inputs are

aligned accordingly in preparation for the op eration; on the other, under the assump-

tion that cancellation will o ccur through subtraction, the index of the leading one of the

di�erence is predicted and the normalizing shift is p erformed in adv ance. Mean while,

the exp onen t comparison determines whic h path is to b e fed in to the adder. Of course,

this design requires considerably more hardw are, is highly prone to error, and is di�cult

to analyze, but it runs in four cycles. This is t ypical of arithmetic circuitry , and the

explanation is clear, although I still ha v e trouble grasping this simple fact: gates are

c heap and cycles are exp ensiv e.
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On Simple Program Seman tics

Dijkstra ask ed:

Are y ou quite sure that all those b ells and whistles, all those w onderful

facilities of y our so-called `p o w erful' programming languages b elong to the

solution set rather than to the problem set? [9 , p. xiv]

And I am con vinced that this has b een the primary obstacle to the goal of progressing

from to y v eri�cation problems to real soft w are: the languages in whic h real programs

are co ded are to o messy to supp ort clear seman tic mo dels. Programmers lo v e those

b ells and whistles and language designers are eager to supply them. And hardw are

description languages are unexceptional in this regard.

Then wh y has hardw are v eri�cation, and theorem pro ving in particular, enjo y ed

an y success at all? One reason is motiv ation: hardw are errors are di�cult to correct

after the fact. Another is the mo dularit y that is imp osed b y timing considerations. As

John Harrison has put it, timing constrain ts preclude \spaghetti hardw are". [14 , p. 1]

But the real story|and for me, this w as the biggest surprise of the en tire exp erience|

is that co ding guidelines are e�ectiv ely enforced to limit R TL design to a v ery small

and manageable subset of V erilog. The main reason for this, I b eliev e, constitutes

a fundamen tal distinction b et w een hardw are and soft w are dev elopmen t. A soft w are

dev elop er do es not ha v e a complete explicit understanding of the language in whic h he

is programming; he relies on the exp erimen tal use of a compiler to exp ose his errors.

But the b eha vior of a compiled V erilog program is an unreliable mo del of a circuit. The

real \compiler" of an R TL design is the pro cess of implemen tation in silicon, whic h is

of course una v ailable for testing during the design pro cess. Consequen tly , in practice,

strict co ding guidelines are required to ensure predictable b eha vior. The result is a

language with a cycle-based seman tic mo del that is simple enough to b e amenable to

formal analysis.

A program in this language consists of a set of signal de�nitions. F or our purp ose,

a signal is either a wir e or a r e gister , as distinguished syn tactically b y the \ = " and \ <= "

sym b ols, resp ectiv ely:

rc_co = esub ? {1'b0, rc[70:1]} :

{rc[69:0], rc[0]};

sum[70:0] <= rc[70:0] ^ a[70:0] ^ b[70:0];

Eac h signal assumes a v alue on eac h cycle of an execution. The v alue of a wire on a giv en

cycle is computed according to its de�ning equation from the v alues of other signals on

the same cycle; the v alue of a register is determined b y v alues on the preceding cycle.

The simplicit y of this structure allo ws us to translate R TL designs mec hanically in to

the A CL2 logic in a fairly straigh tforw ard w a y . The primitiv e R TL op erations corresp ond

naturally to A CL2 functions, either built-in or simply de�ned, and eac h signal generates

one of a set of m utually recursiv e A CL2 functions, eac h taking a single argumen t n ,

represen ting the n um b er of cycles that ha v e elapsed during the course of an execution:

(defun rc_co (n)

(if (not (= (esub n) 0))

(bits (rc n) 70 1)
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(cat (bits (rc n) 69 0) (bitn (rc n) 0) 1)))

(defun sum (n)

(if (zp n)

(reset 'sum 71)

(logxor (logxor (bits (rc (1- n)) 70 0)

(bits (a (1- n)) 70 0))

(bits (b (1- n)) 70 0))))

Along with this formal mo del, w e also enco de a statemen t of correctness in the same

logic, essen tially a formalization of IEEE-compliance, relating these signal functions to

high-lev el arithmetic concepts. Th us, w e ha v e a complete formal represen tation of the

problem, on whic h the p o w er of the A CL2 pro v er ma y b e brough t to b ear.

The Relev ance of T raditional Mathematics

I'd lik e to turn no w to the pro cess of pro of and the question of the relev ance of traditional

mathematics.

Early Resistance to Computer-Assisted Pro of

I �rst b ecame a w are of the use of computing in supp ort of mathematical pro of as a

graduate studen t in the '70s when I heard that the four color conjecture had b een pro v ed

with the aid of a computer [1]. This w as a no v el dev elopmen t at the time and w as met

with some uncertain t y in the mathematical comm unit y . Here is an excerpt from a pap er

b y Daniel Cohen, a mathematician who had himself w ork ed on the four-color problem,

deliv ered at a conference on The Mathematic al R evolution Inspir e d by Computers : [5 ,

p. 327]

In 1976, App el and Hak en announced that they had solv ed the F our Colour

Problem b y a computer examination of nearly t w o thousand cases . . . F urther-

more, the pro cedure emplo y ed b y the mac hine to analyze eac h case of ne-

cessit y in v olv ed billions of logical inferences; this means that ev en though a

h uman can duplicate b y hand an y small subset of the mac hine's delib erations

there is not ev en a remote c hance that, in an en tire lifetime, a h uman could

trace the program's run on ev en one case . . . [5 , p. 327]

Cohen's remarks w ere something other than an expression of rev erence for the p o w er of

the mo dern electronic computer. He con tin ues:

. . . Con victions deriv ed in this manner migh t b e v alid but they are not math-

ematics. Suc h a result is still unpro v en, and should b e so considered. . . . The

real thrill of mathematics is to sho w as a feat of pure reasoning, it can b e

understo o d that four colours su�ce. Admitting the shenanigans of App el

and Hak en to the ranks of mathematics w ould only lea v e us in tellectually

unful�lled. [5, p. 328]

This view w as not uncommon at the time. In fact, this pap er w as written as recen tly

as 1991. I �nd it am using to observ e that if m y w ork is at all in teresting, it is only
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b ecause of the use that I'v e made of computing in supp ort of m y results, all of whic h are

relativ ely trivial and of little in terest in themselv es. Here, on the other hand, is a pro of

of a v ery deep result that w as condemned for precisely the same reason. Are the goals of

industrial hardw are v eri�cation so v ery di�eren t from those of traditional mathematics?

Or ha v e attitudes c hanged so radically in sixteen y ears? W ell, our goals are somewhat

di�eren t, and attitudes ha v e indeed shifted, but of course what has really c hanged is the

tec hnology of mec hanical theorem pro ving.

Mo dern Theorem Pro ving: A CL2

Mo ving ahead a few y ears to 2005, w e �nd a rep ort of a new pro of in Mathematic al

Asso ciation of A meric a Online , under the headline, \Last Doubts Remo v ed Ab out the

Pro of of the F our Color Theorem" [8]. But in fact, this w as y et another computer-

assisted pro of. It w as dev elop ed b y Georges Gon thiers of Microsoft Researc h, who used

the Co q pro of assistan t [6] to formalize a v arian t of the App el-Hak en argumen t, including

b oth its man ual and mec hanical comp onen ts, as w ell as all of the top ology and graph

theory needed for a comprehensiv e pro of from �rst principles. As noted in the MAA

rep ort:

What mak es the new result particularly signi�can t from a reliabilit y p oin t of

view is that the pro of assistan t Gon thiers emplo y ed, called Co q, is a widely-

used general purp ose utilit y , whic h can b e v eri�ed exp erimen tally , unlik e

the sp ecial-purp ose programs used in the earlier pro ofs of the F our Color

Theorem.

The p oin t is that a mo dern theorem pro ving to ol suc h as Co q, A CL2, HOL [15 ], or

PVS [25] is trust w orth y b ecause it has b een widely tested in a v ariet y of domains b y

a comm unit y of users o v er a p erio d of p erhaps sev eral decades. Suc h a to ol is also

more transparen t and easily understo o d than the programmed pro ofs of earlier da ys.

But is reliabilit y the only issue here? What did Daniel Cohen mean b y the remark,

\Con victions deriv ed in this manner migh t b e v alid but they are not mathematics."?

I'd lik e to return to that question after taking a lo ok at the theorem pro v er of m y c hoice,

A CL2.

It is di�cult to sa y v ery m uc h that is meaningful ab out the relativ e merits of di�eren t

pro v ers. Most comparisons are quite sub jectiv e, v ery m uc h lik e religious preferences. (A

notable exception is F reek Wiedijk's study [34 ].) With regard to A CL2, some of us

appreciate the simplicit y of its syn tax (e.g., [10 ]), while others are troubled b y all of

those paren theses (e.g., [11 , Section 4] and [33 ]). But there seems to b e a consensus on

a n um b er of p oin ts:

� Unlik e Co q, A CL2 is in tended primarily for computer system v eri�cation rather

than mathematics, although I'm not sure of the signi�cance of this statemen t. I

ask ed Bob Bo y er to commen t on this; his observ ation w as that the atom b om b w as

not in tended primarily for digging ditc hes. (This will b e m y �nal ditc h metaphor.)

� A CL2 is e�cien tly executable, since it ma y b e compiled and executed as Common

LISP .

� It pro vides a relativ ely high degree of automation, mainly through a system of

p o w erful induction heuristics, conditional rewriting, and in tegrated decision pro-
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cedures. I w ould note, ho w ev er, that the term automate d the or em pr over is mis-

leading: an y non trivial pro of in v olv es considerable in teraction with the user, who

usually b egins with a fairly complete pro of in mind, whic h he uses to guide the

pro v er in teractiv ely through a long sequence of lemmas and hin ts.

� The underlying logic is relativ ely \w eak", i.e., lac king in expressiv eness. F or ex-

ample, it pro vides little supp ort for existen tial quan ti�cation, and none for quan-

ti�cation o v er relations, sets, or functions.

These last t w o p oin ts constitute a trade-o�: limiting the logic facilitates automatic

analysis. P ersonally , I'v e nev er found the lac k of expressiv eness of A CL2 to b e a serious

dra wbac k. Occasionally , some though t is required to �nd a w a y to sa y what I w an t to

sa y , but that's a price I'm willing to pa y in order to b e reliev ed of some of the details of a

pro of. Other opinions ma y di�er; I seem to ha v e a natural tendency to think recursiv ely

and inductiv ely . And, I migh t add paren thetically , paren thetically .

Illustration: A T est for Primalit y

Here is a small example of an A CL2 program, a c haracterization of prime n um b ers.

(See [28 ] for an A CL2 pro of script that includes all of the results listed in this section,

culminating in a formalization of Gauss's La w of Quadratic Recipro cit y .) The predicate

primep tests for primalit y using a function least-divisor , whic h recursiv ely searc hes

for a divisor of n b y dividing n b y successiv ely larger in tegers, starting at a designated

v alue k , un til it �nds an in teger quotien t:

(defun least-divisor (k n)

(if (and (integerp n)

(integerp k)

(< 1 k)

(<= k n))

(if (divides k n)

k

(least-divisor (1+ k) n))

nil))

(defun primep (n)

(and (integerp n)

(= (least-divisor 2 n) n)))

This is a case where one w ould naturally lik e to use existen tial quan ti�cation, but is

forced b y the A CL2 logic to use recursion instead, and the result is a sp eci�cation that

can b e compiled and executed.

F or example, com bining this predicate with the primitiv e A CL2 exp onen tiation func-

tion, w e ha v e a simple pro cedure for classifying Mersenne primes, i.e., iden tifying those

primes p for whic h 2

p

� 1 is also a prime.

The Mersenne n um b er 2

23

� 1, whic h happ ens to b e divisible b y 47 (as �rst observ ed

b y F ermat in 1640), is disp osed of in a fraction of a second on m y w orkstation:

(defthm mersenne-23

(not (primep (- (expt 2 23) 1))))
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[Time: .02 seconds]

The case p = 31 (whic h w as settled b y Euler in 1772) tak es ab out an hour:

(defthm mersenne-31

(primep (- (expt 2 31) 1)))

[Time: 65 minutes]

Here is a Mersenne n um b er, generated b y a six-digit prime, that tak es a couple of hours

to factor:

(defthm mersenne-999671

(not (primep (- (expt 2 999671) 1))))

[Time: 165 minutes]

Ob viously , this metho d requires no sp ecial exp ertise on the part of the user. I am

con�den t that I could train a team of the meanest of engineers to administer it 
a wlessly .

In a sense, it is completely general, but it su�ers from practical limitations. Giv en that

it to ok an hour to pro v e the primalit y of 2

31

� 1, w e can estimate that the next smallest

Mersenne prime, whic h happ ens to corresp ond to p = 61, w ould tak e ab out a billion

hours. And the Mersenne n um b er generated b y an 8-digit exp onen t is already to o large

ev en to b e represen ted in the memory of m y mac hine:

(defthm mersenne-1987627 1

(not (primep (- (expt 2 19876271) 1))))

[Error: Attempt to create an integer that is too large to represent.]

The most ob vious optimization is based on the simple observ ation that if n has a

prop er divisor, then it has one that do es not exceed

p

n . Th us, w e de�ne an alternativ e

to the function least-divisor that stops at

p

n , and establish a rewrite rule:

(defun least-divisor-fas t (k n)

(if (and (integerp n)

(integerp k)

(< 1 k)

(<= k n))

(if (> (* k k) n)

n

(if (divides k n)

k

(least-divisor-fa st (1+ k) n)))

nil))

(defthm least-divisor-re wr ite

(equal (least-divisor 2 n)

(least-divisor- fas t 2 n)))
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Once w e arrange for this theorem (whic h w as pro v ed quite easily b y means of A CL2's

induction heuristics) to b e applied in the computation of primep , the case p = 31 tak es

a fraction of a second, and p = 61 completes in under an hour:

(defthm mersenne-31-revi si ted

(primep (- (expt 2 31) 1)))

[Time: .05 seconds]

(defthm mersenne-61

(primep (- (expt 2 61) 1))

[Time: 54 minutes]

Ho w ev er, this optimization can't get us an y further than this, and it is of no help in

handling the comp osite case. A t some p oin t, in order to con tin ue to mak e progress, w e

ev en tually m ust abandon algorithmic metho ds and resort to real theorem pro ving. F or

example, sev eral of the cases that w e'v e considered can b e handled e�ectiv ely b y a nice

theorem of Euler in v olving quadratic residues (see Theorem 103 of [13 ]). This exercise

requires a little n um b er theory , but I hop e it will help illustrate the A CL2 exp erience.

If p is an o dd prime, then an in teger a is said to b e a quadratic residue mo dulo p if

there exists an in teger x suc h that x

2

is congruen t to a mo d p . It ma y b e sho wn that

this prop ert y is equiv alen t to the condition

a

( p � 1) = 2

� 1 (mo d p ) :

(This congruence is kno wn as Euler's Criterion .) In particular, it turns out that 2 is a

quadratic residue mo d p i� p � � 1 (mo d 8). (This result is called the Se c ond Supplement

to the La w of Quadratic Recipro cit y .)

No w w e can easily pro v e the follo wing:

Theorem If p = 4 k + 3 and q = 2 p + 1 are b oth prime, then q j 2

p

� 1.

Pro of: Since q = 2(4 k + 3) + 1 = 8 k + 7 � � 1 (mo d 8), w e kno w that 2 is a quadratic

residue mo d q , and therefore, b y Euler's Criterion,

2

p

= 2

( q � 1) = 2

� 1 (mo d q ) ;

or equiv alen tly , 2

p

� 1 is divisible b y q . 2

Getting bac k to the Mersenne prime problem, what this result tells us is that under

the stated h yp othesis, 2

p

� 1 is not a prime. Here is an A CL2 form ulation of this

statemen t:

(defthm euler-corollary

(implies (and (primep p)

(= (mod p 4) 3)

(> p 3)

(primep (1+ (* 2 p))))

(not (primep (- (expt 2 p) 1)))))
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In order to generate its pro of from scratc h, o v er 100 lemmas w ere fed to the pro v er,

along with generous hin ts, but that's the nature of \automated" theorem pro ving. It's

also w orth noting that through an o v ersigh t, m y original form ulation did not include the

h yp othesis that p > 3. It w as only b y examining the output of a failed pro of attempt

that I realized that when p = 3, while 2

p

� 1 (i.e., 7) is indeed divisible b y 2 p + 1, it is

in fact equal to 2 p + 1 and is th us nonetheless a prime.

W e no w ha v e new pro ofs of t w o of our earlier results, requiring practically no com-

putation, as the cases 23 and 999,671 b oth conform to the h yp otheses of our theorem:

(defthm mersenne-23-revi si ted

(not (primep (- (expt 2 23) 1))))

[Time: .01 seconds]

(defthm mersenne-999671- re vis it ed

(not (primep (- (expt 2 999671) 1))))

[Time: .01 seconds]

So what? W e ha v en't pro v ed an ything new. But I claim that some pro ofs are b etter

than others, and these last t w o are the only pro ofs w e'v e seen that I'm really happ y with,

b ecause not only ha v e they b een c hec k ed b y A CL2, but I can understand them and c hec k

them b y hand as w ell. No w, not only am I con�den t that there are no errors hidden in

m y pro of (and Euler ma y share in this reassurance), but I actually kno w why 2

23

� 1

is divisible b y 47. In other w ords, I'v e used formal metho ds to supp ort mathematical

rigor, rather than to replace it. Moreo v er, I ha v e disco v ered a metho d that I can use in

cases that I w as previously unable to handle, suc h as this one:

(defthm mersenne-1987627 1

(not (primep (- (expt 2 19876271) 1))))

[Time: 47 seconds]

The V alue of Mathematical Pro of

No w returning to Cohen's ob jection to computer-assisted pro of, I think that his main

p oin t w as that a pro of should serv e purp oses other than merely to establish the correct-

ness of a result. What then are the goals of mathematical pro of ?

There is, of course, the cynical view. Another item from the folklore of top ology

is the story of the knot theorist who presen ted a new result b efore a learned so ciet y

and w as ask ed ab out the real signi�cance of his pro of: \Y our w ork is v ery b eautiful,

but what go o d is it?" \W ell," he replied, \I write pap ers ab out knot theory; they get

published, and I get promoted." [3, p. 164]

No doubt, there is some truth in this story . But I b eliev e there are b etter answ ers

to the question. Aside from the ob vious one, that w e pro v e theorems in order to kno w

they are true, at least t w o others are suggested b y our exercise in n um b er theory:

� Explication of underlying principles: w e rely on a pro of to tell us why a result

is true, to pro vide clues as to ho w it migh t b e generalized, and to increase our

understanding in order to mak e things easier in the future. Gauss published eigh t
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distinct pro ofs of the la w of quadratic recipro cit y b et w een 1796 and 1818, not

b ecause he remained uncon vinced of the truth of the prop osition, but rather, I

susp ect, b ecause he w as dissatis�ed with the depth of understanding that w as

pro vided b y the existing pro ofs. The w a y he put it w as that he w as lo oking for a

pro of that could b e generalized to higher-order recipro cit y la ws. [23 , p. 815]

� Re�nemen t of h yp otheses: often it is not un til w e explore the pro of of a statemen t

that w e see that a required h yp othesis has b een omitted or that a sup er
uous

one has b een included. And mec hanical pro v ers, I �nd, are esp ecially useful in

exp osing errors of that sort.

I w ould argue that all of these observ ations are just as v alid in the con text of industrial

hardw are v eri�cation as they are in pure mathematics. The primary conclusion of m y

in v estigation is that while common sense suggests that there are lessons to b e deriv ed

from sev eral decades of researc h in program v eri�cation, there is ev en more reason not

to ignore the wisdom of sev eral millennia of mathematics. So I w ould lik e to lo ok more

closely at the goals listed ab o v e and discuss ho w can b e addressed b y formal hardw are

v eri�cation.

On Establishing Con�dence in Correctness

With regard to con�dence in correctness, I ha v e tried to pro duce pro ofs that are b oth

h uman-readable and mac hine-c hec k ed, as I do not b eliev e that mec hanical theorem pro v-

ing negates the v alue of the so cial review pro cess. The case of the A thlon 
oating-p oin t

adder w as t ypical, and it is one for whic h I happ en to ha v e some relev an t statistics

handy , whic h ma y b e of in terest. This is the course that I follo w ed:

� First, I learned what I could ab out the algorithms, studied the R TL, dev elop ed a

statemen t of correctness, and wrote out a rigorous detailed pro of, whic h �lled 33

pages and consumed 4 w eeks of m y time.

� The R TL mo dule, consisting of 86 KB of source co de, w as mec hanically translated,

generating 219 KB of A CL2 co de.

� F or 8 w eeks, I sat with A CL2 and m y hand-written pro of and transformed it in to

A CL2 lemmas, line b y line, un til the formal pro of w as complete. The result w as a

pro of script consisting of ab out 2200 lemmas.

� The pro cess of mec hanization exp osed one fatal bug in the R TL, whic h w as easily

�xed, along with sev eral minor errors in m y hand-written pro of.

Eigh teen mon ths later, that 33-page pro of w as published in its en tiret y [27 ]. (By then,

m y managemen t w as willing to concede that the comp etition had learned ho w to build

their o wn adder.) I men tion this b ecause I often read rep orts of correctness pro ofs that

sound in teresting but are no where to b e found. This is esp ecially frustrating when the

(neo-Pythagorean?) author fa v orably compares his o wn secret pro of to m y published

one. So as long as I am presuming to tell y ou what I lik e or don't lik e ab out mathematical

pro ofs, let me add that if w e can't see a pro of, then w e are depriv ed of m uc h of its

p oten tial v alue.

But the b est w a y for me to inspire con�dence on the part of m y customers is to sho w

them that the pro of pro cess exp oses bugs that w ould otherwise ha v e gone undetected|

bugs in algorithms, in implemen tations, and in in terfaces. T o giv e an idea of the sort

12



of bug that migh t surviv e traditional testing, here is one that I found in a square ro ot

algorithm [26], whic h pro ceeded as follo ws:

� A 64-bit appro ximation q of

p

x is deriv ed, accurate to 38 bits.

� A 64-bit correction term c is added to q : q + c is an underestimate of

p

x , accurate

to 74 bits, and 0 < c < 2

� 38

q .

� q + c is rounded to 64 bits in b oth directions to pro duce r

1

and r

2

.

In most caes, according to the rounding mo de to b e applied, either r

1

or r

2

is returned

as the �nal result. In the case of rounding to w ard + 1 , if ( q + c ) � r

1

is not to o big,

then r

2

is returned.

All of this sounds reasonable, and it w as not un til I attemp ed to c hec k m y pro of with

A CL2 (whic h I sometimes think of as an unimaginativ e but unerring colleague p eering

o v er m y shoulder) that I noticed the underlying assumption that r

1

and r

2

are distinct,

whic h is not the case if q + c happ ens to b e a 64-bit n um b er itself. This seems unlik ely ,

and it is, b ecause w e are adding t w o 64-bit n um b ers that are misaligned b y 38 bits, so in

order for the sum to b e 64-exact, the lo w er 38 bits of the smaller n um b er w ould ha v e to

b e 0. But I could not think of an y reason to preclude this p ossibilit y , and neither could

the designer. In fact, if w e mak e the naiv e assumption that in this con text, an y giv en

38-bit sequence is as lik ely to o ccur as an y other, then w e ma y exp ect this situation to

arise in one test out of ev ery 2

38

, whic h is ab out a quarter of a trillion. This n um b er

is in a range that mak es it unlik ely that the bug w ould b e found in testing, but rather

lik ely that it w ould o ccur during the life of a commercial pro cessor.

By the w a y , this bug w as corrected b efore the part w as tap ed out, but not without

some vigorous discussion. When one is accustomed to �nding bugs only through test-

ing, one migh t reasonably exp ect an y bug rep ort to b e accompanied b y a test failure.

Unfortunately , that is not alw a ys easy to ac hiev e. This w as not the only o ccasion on

whic h I w as ask ed the question, \If y ou kno w what a bad result lo oks lik e, wh y can't

y ou just w ork bac kw ards through the algorithm to compute inputs that pro duce suc h a

result?" My answ er is to observ e that the algorithm consists of a sequence of p erhaps

a dozen m ultiplications in tersp ersed with v arious other op erations, and that there is a

widely used algorithm|namely , RSA public k ey encryption [4]| that is based on the

practical imp ossibilit y of \w orking bac kw ards" through ev en a single m ultiplication. I

ha v e enjo y ed v arying degrees of success with this argumen t.

On the Explication of Underlying Principles: Science vs. Art

With resp ect to the explanatory v alue of a pro of and the guidance that it pro vides in

applying underlying principles, I b eliev e that there is an imp ortan t con tribution to b e

made b y formal v eri�cation to the art of circuit design. I sa y \art" b ecause I b eliev e

that this �eld in its curren t state is not so m uc h scienc e , whic h dep ends on the explicit

kno wledge and conscious application of principles, as art , whic h dep ends on traditional

rules and skill acquired b y practice.

I ha v e seen complex logic ripp ed out of one design and inserted in to another, with an

incomplete understanding of wh y it w ork ed in the �rst place, and then tested to ensure

that it still do es. There is a go o d deal of kno wledge that is shared implicitly b y design

engineers but not written an ywhere. There are textb o oks on the sub ject [19 , 24 ], but

these are more concerned with the application of particular tec hniques than with their
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theoretical underpinnings. These tec hniques are usually justi�ed b y means of examples

rather than pro ofs, just as their implemen tations are v alidated b y testing.

When I �rst observ ed these practices, I w as reminded of something that I had en-

coun tered in m y reading:

It lac ks so completely all plan and system that it is p eculiar that so man y

men could ha v e studied it. The w orst is, it has nev er b een treated stringen tly .

There are v ery few theorems . . . whic h ha v e b een demonstrated in a logically

tenable manner. Ev erywhere one �nds this miserable w a y of concluding from

the sp eci�c to the general . . . [23 , p. 947]

This is from a letter written in 1826 b y Niels Ab el on the state of the calculus at that

time, whic h had m uc h in common with the presen t situation. This w as a relativ ely

new area of mathematical endea v or, lac king a solid foundation. Rigorous analysis had

b een replaced b y app eal to geometric in tuition and diagrammed examples, resulting in

uncertain t y and error. But it also pro duced results of tremendous practical signi�cance,

so that it w as tempting to o v erlo ok these de�ciencies.

In the end, of course, nineteen th cen tury analysis w as redeemed b y a rigorous form u-

lation deriv ed solely from basic arithmetic principles, and I b eliev e that a similar remedy

is called for here: a uni�ed arithmetic theory of register-transfer logic and 
oating-p oin t

arithmetic. This has b een one of m y ob jectiv es almost from the b eginning. Ov er the

course of dev eloping v arious correctness pro ofs, I ha v e tried to iden tify those results that

p ertain to the general theory and collected them in a library that is no w a part of the

A CL2 standard release [2]. It curren tly includes ab out 600 lemmas p ertaining to bit

v ectors and logical op erations, 
oating-p oin t formats and rounding, and sp ecial-purp ose

tec hniques for e�cien t implemen tation of elemen tary op erations. I ha v e also written a

h yp ertext do cumen t that is b oth an exp osition of the theory and a user's man ual for the

library [29 ]. Naturally , the library mak es m y job m uc h easier, since it allo ws me to reuse

results from one pro ject to the next. It has also found some use b y A CL2 users outside

of AMD. But there remains the real c hallenge of con vincing engineers of the v alue of

suc h a rigorous approac h and in tegrating it in to the design pro cess.

On the Re�nemen t of Hyp otheses: In terface Sp eci�cations

This brings me to m y last p oin t on the v alue of pro of: the re�nemen t of h yp otheses.

In the con text of R TL v eri�cation, this usually means precise sp eci�cation of in terface

constrain ts, and is particularly imp ortan t b ecause this is probably the most common

source of errors in R TL designs. When I examine a new R TL mo dule, the piece of the

puzzle that is in v ariably the most elusiv e is the in terface. There is rarely an y useful

do cumen tation to b e found in the co de or elsewhere. In fact, co op eration b et w een

mo dules commonly dep ends on informal oral agreemen ts b et w een R TL writers, whic h

are highly prone to misunderstanding.

Of course, a formal pro of of correctness of a mo dule requires a formal sp eci�cation

of its external b eha vior, comprising all input and output constrain ts. A t �rst, it seemed

natural to me to write this sp eci�cation directly in A CL2, based on information that I

gathered from the designer. Then I w ould go o v er it with him, trying to explain what

I had written, un til he told me that he though t I had it righ t. This pro cess did exp ose

some bugs, but it w as unsatisfying. I needed a formal language that w as accessible to

engineers. After some exp erimen ting, it w as clear that I had to �nd a w a y to write these
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sp eci�cations in their nativ e language. I had resisted this conclusion b ecause V erilog

is not an ideal sp eci�cation language, but I found that with a few minor extensions, it

serv ed the purp ose. The most imp ortan t of these are:

� A rational data t yp e, to allo w high-lev el sp eci�cations of arithmetic op erations;

� A facilit y for assertions represen ting b oth safet y and liv eness constrain ts on inputs

and outputs.

Both of these extensions w ere readily implemen ted in b oth the V erilog compiler and the

A CL2 translator. The result is a sort of pidgin V erilog that allo ws me to comm unicate

more e�ectiv ely with engineers. As a b on us, a sp eci�cation written in this language

ma y b e in tegrated in to the sim ulation en vironmen t and executed with the R TL for the

purp ose of testing. But once again, the real v alue of this approac h will b e measured b y

its ultimate impact on the design pro cess.

F uture Directions

Where are w e to da y and where do w e go from here? There is no doubt that the metho dol-

ogy that I'v e describ ed has gained general acceptance b y 
oating-p oin t designers within

AMD. New designs are no w routinely and thoroughly v eri�ed. Recen tly , I attended a

meeting to discuss plans for a new FPU that w as considered to b e inno v ativ e and there-

fore somewhat risky . I w as sho c k ed when the manager of the pro ject, when ask ed ho w

he w ould pro ceed if there w ere no resources a v ailable for theorem-pro ving v eri�cation,

said that if this w ere the case, then he w ould rev ert to a more conserv ativ e design.

But wh y has our formal v eri�cation e�ort b een limited to theorem pro ving to the

exclusion of mo del c hec king, etc? When I ask the question, I'm told that it is a matter

of resources: to assign an y one to a new area w ould b e to detract from an existing pro ject

that is already considered to b e essen tial to the v eri�cation pro cess. But this is c hanging

as w ell, as an in v estigation in to commercial mo del c hec king to ols and other automatic

metho ds is underw a y .

In order to mak e all of this p ossible, w e ha v e increased our sta�ng. Un til recen tly , I

ha v e b een resp onsible for nearly all theorem pro ving at AMD, although I ha v e had help,

esp ecially with dev elopmen t of the R TL library , from Eric Smith as a summer in tern

and o ccasionally from Matt Kaufmann. But in the past y ear, w e ha v e hired three p eople

with exp ertise in this area. As a result, I am no w enjo ying more freedom to in v estigate

new applications.

Sp eci�cation and V eri�cation of Con trol Logic

As an exp erimen t, I wrote a sp eci�cation for a bus in terface unit and v eri�ed some

in v ariance prop erties. I w as not surprised to �nd that, in con trast to arithmetic designs,

the main c hallenge of this pro ject w as in the lev el of detail of the in terface and the

in ternal structure of the mo dule rather than the complexit y of op erations.

The sp eci�cation had to accoun t for elab orate in terfaces with in ternal data and

instruction cac hes and an external memory con troller. Read and write requests are

receiv ed from the cac hes, along with prob es from the system, in resp onse to whic h

v arious transactions are initiated b y the bus unit. F orm ulating the constrain ts on these

transactions requires a complete abstract mo del of in ternal state: v arious bu�ers, an
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L2 cac he, outstanding requests, etc. As a b ene�t, w e disco v ered that executing this

mo del in R TL sim ulation exp osed bugs that w ere less lik ely to b e found b y traditional

c hec k ers, whic h are more closely tied to the R TL. I also found that this pro cess requires

more co op eration b et w een sp eci�cation and design than do es 
oating-p oin t analysis.

Once that is ac hiev ed, I b eliev e that this is an area in whic h formal metho ds will ha v e

a ma jor impact.

A F ormal X86 Mo del

My curren t fo cus is a formal mo del of the x86 instruction set arc hitecture, whic h I am

dev eloping in collab oration with m y colleagues Bill Bevier and Larry Smith. W e ha v e

t w o initial applications in mind, neither of whic h in v olv es theorem pro ving: sim ulation

and do cumen tation.

The mo del is co ded in a simple formal language called XFL that w e ha v e designed for

this purp ose. XFL is seman tically em b edded in C++, the language of AMD's sim ulation

soft w are. This allo ws our instruction set mo del to serv e as the core of our sim ulation

en vironmen t. The same mo del also forms the foundation of a formally based on-line

programming man ual. The goals are soft w are that is robust and main tainable and

do cumen tation that is accurate and unam biguous. The idea is to ac hiev e these goals

through a uni�ed mo del, the reliabilit y of whic h is ensured b y r e cipr o c al validation .

That is, since a bug in the sim ulator is also a bug in the do cumen tation, ev ery bug has

exp osure on sev eral fron ts, whic h increases the lik eliho o d of detection.

F uture Directions in F ormal V eri�cation

Eac h of these last t w o pro jects pla ys a role in our longer-term plans for formal v eri�ca-

tion. Here is m y diagram for the future:

F ormal ISA Mo del

OS V eri�cation

Micro-arc hitectural

V eri�cation

Blo c k Sp eci�cation

Blo c k V eri�cation

F ully V eri�ed Pro cessor

?

@

@R ?

�

�

�

��

A

A

AU

�

�

�

��

The formal instruction set mo del has p oten tial applications in b oth soft w are and hard-

w are v eri�cation. On the one hand, soft w are v endors ha v e an in terest in v erifying prop-

erties of op erating systems, esp ecially securit y , for whic h suc h a mo del is a prerequisite.

On the hardw are side, imagine that w e ha v e an A CL2 sp eci�cation for eac h blo c k of

an R TL pro cessor design. W e also ha v e a translator from XFL to A CL2, whic h allo ws

us to apply the A CL2 pro v er to the problem of micro-arc hitectural v eri�cation, i.e.,

pro ving that the blo c ks �t together e�ectiv ely to implemen t the instruction set. Once

w e also pro v e that eac h blo c k satis�es its sp eci�cation, w e ha v e ac hiev ed the ultimate

goal of a fully v eri�ed pro cessor. All of this, of course, rests on m y am bition to liv e an

inordinately long and men tally comp eten t life.
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